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Papcr -I
Cyber Larv: Development and Challenges

Max. i\4ark s: I00
Time: 3 l-louls

Note: (i) Total eight questions shall be set and the candidates will be reqr-rir.ed to attempt
one question from each unit.

(ii) A11 questions shall cany equal marks.

UnirI
Genelal I r.rtrodr-rction of Computers: Software and Hardware, Network, Computer programing.

i o,rputer Secnrity System; Infor.,lation system, operating system, Key pair.. pr.i'ate Key.

i)ublic I'ey.

Unir-II

Concept of Domain Nanres: Server; web Hosting; protocols; E-Maii a.d chat; Basics o1,

filternct Use of Internet in Legal Profession. Concept of Cyber Space: Definition arrrl N4cauips

of {Jyber Space.

Unit-III
Cybel Crir.nes: Types of Cyber Crimes, Tempering r.r,ith Con,puter Source Docurnents: llackilg
witir Compnter System; Pr-rblishinj of Obscene Information in Electronic Form; Breach o1.

Confidentiality and Privacy; Publishing ofFalse Digital signature certificate.

Unit-IV
Acl and omissions against the Controller; Cyber Terrorism and Cyber Security: Of'fences or.

Contraventions Committed outside India: Computer Forensic and the Process of Corrljscariorr:

Pou,ers oi Police Officers

Bools Rccommended:-

I . Nanclan Kan-ratl.r A Guide to Cyber Laws aud the Information Technolocv
Act, 2ui'i wirh Rrrles ai.:d Norifications.
Guide to C.'ber La ws.
Cyber Crimes
Inforni.:tion Techrology: Law ar.rd practice
Cyber Law t
Cyber' & E- Comnrerce Larvs
Cyber Lat'v in India (Lara. of Internet)

3. Ii.odney. D. Ryder
3. Yogesh Balua& Denzyl
4. Sharma, Vakul
5. Juslice Yathindra Singh
6, Bakshi, R.M.
7. Iralooq Ahnad



Unit-II
Lillectt'onic Governance; Legal Re;ognition of Electroriic Records: Legal Recognition ol I)igital
Signattrre ar.rd Electronic Signature; use oi Electrcnic Records una nigitl* Sigparur.es in
Govertrl.uent and its Agencies. Relention of Records; {udit of Documents Etc.; puLlicetion ,tl.
Ruie and Regtrlatiou in Electronrc gazette. Attribution cf Electronic Record; Acknoq,leclge rnenr
cil i{eceipt: Time and Place of Dispatch and Receipt of Electronic Record; Secure Electronrc
ii.er:,.l rd.

Unit -III
llcglllation of Ce(iflyir-rg Ar-rthorities; Appointm,:nt oi controller and other.ollic.-r-s: I:Lu.rcri()ns
Ittrcl Po$'ers of the Controller, Certifying Authority, Cyber Regr-rlations Appellate 'l-r.ibur,l.
composition; Qualification, Term of office, etc., proceduie and powers of trre iribune. A'pears
ro Iiigh cou.t; co.rpormding of contraventions; Recovery ofpenalty ancl compensarion.

Unit-IV
Penalties; Compettsation and Adjudication; Liabilities of the Intermediaries; Interception and
monitoring of Electronic Communications; Preservation and Retention of Infornrarion b'
lntertrrediaries.
IJ ool<s Recommcndcd:-

1. Nanciar, Kamath

2. itoduey, D. Ryder
,1. \'ogesh Barua& Denzyl
4. Shamr:,- Vaklrl
-!. ,lustice Yathindra Singh
6. Baltshi. R.M.
7. I;arooq Ahmad

A Guide to Cyber Laws and the Information Technolosr
Act, l0:)0 with Rules and Norifications.
Guide ro Cyber Laws.
Cyber Crimes
Infomaiio,r Technology. Law and practice
Cyber Laws
Cyber & E- Comn:i;r.ce Lara,s
Cyber La-+ in India, (Law of Internet)

Pairer-II
Information Tecirnology Act' 2000 

Max. Mar.r<s: r0t)
'f inre: i Hours

Note: (i) Total eight qtlestions shall be set and the candidates will be requirecl to aqenrpl
oi,e question from each unit.

(ii) AII questions shall cary equal marks.
Unit-I

I3ac'kground; object and scope ofthe Information Technology Act,2000. concepts oi' .Access.:
'Addlessee'; 'Affixing Digital signature'; 'Asymmetric crypto System.; .Electronic Recorcl.:
Electlonic system'; Legal Recognition of Digital and Electronic Signatur.e. centr.al

Go'.'etnment's power to make mles in respect of Electronic Signatqre; S-ecr-rre Electronic
S:gnature, Securitl, Procedure; Issuance of Electronic Signature certificates; Acceptance.
Slrspensicn and Revocation of Electronic Signature Certificate.
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Note: (i)

Paper- III
Role of Larv in Cyber World

Max. lvlarks: I {)0
Time: 3I-loLrrs

Total eight questions shall be set a.d the candiciates wilr be required to atten.]pt
one question from each unit.
A.li questions shall carry equai marks.(ii)

Unit.I
j:--comrre|ce: A Nei.l, Business paradigm; onrine contract: payment Mechanisnr rn cybcr
Space: Ti:xir.rg, E- Commerce.

UnirII
.,r,lsdiction Issues in Cyber Space: Concep.t ofJurisdiction; Interrational Law and .lurisdiction in
!1"bel Space; Pelsonal Jurisdictiol in Cyber Space; Indian perspective of .Iurisdiction in C'hcr.
Sirace

Unit-III
fJ1 bc. Law and Related Issues: r'-reedom of Speech and Expression in cyber. Spacc: pr.i'ac'
Iis1.,es; Defamalion in Cyber Space: Liabilities ol Inter ileciiaries.

UniiIV
I'-',ilventiot-ts on cybet'Law: ITNCITRAL Moclel Law ol Electronic Commerce: Co,r,e,tio, .rr
'-';'Lrer 

6rir11g; India and cyber crimes Conventions; un;ted state of America and c''er.c.rimcs
Convenlior.rs; United I(ingdom and Cyber Crirles Conventions.

Books Recommended:

1. \andan Kamath A Guide to Cyber Laws ancl the Infor.r.r.ration Technokrg;,
Act, 2000 with Ruies and Notificationr. '"
CL:icie to Cyber Lar+,s.
Cyber Crines
Information Technology: Law and practice
Cyber Laws
Cyber & E- Commerce Laws
Cyber L;;., in India ilav.' ol Intemet)

2. Rodney, D. Ryder
3. \'ogesi, Bama& Denzyl
4. Shlma. Yakul
j. .I.,stice lathindra Singh
5 Bal<sh i. R.M.
7. Farooq Al.rn.rad



Note: (i)

- {t

(ii)

PaPer-IV
Lal, of Patent Including Plant Varieties and Farmer's Rights

Max. \4arks: I 0()

Total eighr quesrions shatl be set.lnd ihe cand;dares rvilt be r.ql",,,.o1:':i;.'],,IJi""t
one question from eaclt unit.
All questions shall cary equai marks.

Unit-I
Obiect and Purpose of Patent Law; Value of Patent Systeln , Il'rtemational Chalacter of Parenrs:

Advantages of Patent to Inventor; Rights and Obligations of Patentee. Paris Convenrion ancl
TRIPS Agreernent. Patents for Cornputer Technology, Computer Software and Electr.onrc
CorttmeLce.

Unit-II
Clon.ept oi'Patent' Invention, 'Patented Afiicle', 'Patented Process'. 'Tn:e and Fir.st lnvenroL.'
Paientable lnvet.ttious; Inventiou Not Patentable, Product Patents in lespect of N4cclicinc iurcl
Dr.irg. Application for patents; opposition to grant ofpatentl Register ofpatents and Patcnr ol'ficc.

. {init-III
Glant and Sealing of Patents and ltig)rts; TransGr ofpatent right: Assignment ancl Licenses.
Govert.urertt t"tse of lnvention; Revocation and Surrender of patents; Infringentenl ol' Palents ancl
l{enred ies.

Ur:it-IV
Protectiotl of Plant Varieties aryj Farmer's Rights Aci, 2001: Protection of Plant Var.ietics ancl
FiH:rer's Rights Authority, Registration of Flant Varieties, Duration and Eff'ect 01'Registrariorl.
I{evocation and Sunender of Registration. Plant Varieties Protectior.r Appellate TribLural:
Cc;:ryosition, Proeedule and Penalties Under tire Act.
lJool<s Rccommendcd:

The Law of Intellectual Properllr
hrtellectlral Propery: Patent, Copyright, Trade Marks and Allics Ri-qhrs
Law of Patents
Copyright Law
Know yours Copyright

Copyright Act.
Lau, and Plactice of Intellectual Property in India
Inteilectual Property Lau,
Intelleciiiai Plcpel'ty Law
Law Relating to intellectual Propefiy

i. Baxi, U. .

2. Cornish. W.R. :

3. Nalayanan, P. :

.1. Narayanan, P. :

5. Ithosla. K.D. :

5. Thaillany Kala :

7. \.'ashistl-r \zikas .

8. Nagalajan, R.K. :

!). IteiJ u. K^.D. :

10. B-L. Wadhera :
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Paper -V
Copyright and Design Lau

Max. Marks: 100

Tirne: 3 I lotrrs
Note: (i) Total eight questions shall be ser and the candidates will be reqr-rirecl to arten1pr

one question from each unit.
(ii) All questior.rs shall cany equal ntarks.

Unit-I
ob.ject and Pr.upose of copyright Law; International conventions of copvr.ightl Ilar.nc
convention, wlPo Copyright conver.rtion and Phonogram Treaty, TRIps Agreenrent. c'op'riuhr
Lari, and Protectlcn of Computer Progranrmes and data.

UNIT-II
Llistorical Backgronnd and objectives of copyright Act, 1957 concepts of Aurhor. worli.
Litelary work, Artistic work, Musical work, cinematograph Filn-r, wolk ol Sculpttu.e"
Replography , Computer Plogramrne, cop.r,right and Adaption, Nature of Copyr.ight anrl Sgb jecr
matter.' oi Copyright; Term of Copyright.

Unit-III
lvnership of Copyright and the Rights of the owner. Rights of Broadcasting Organizatiols and
I)erlbrmers, Copyright office and Copyriglrt Board; their Powers and Procedure; Registration 6l'
r,op),r'ight, Infi ingement of Copylight. Remedies; Appeals.

U n it-IV-lhe Designs Act, 2000: Objective and salient featnres of tl.re Act. Detinitionsr Recisrrarion ot
I)esigns: Copyright in Registered Designs; Power and Duties of Contr.oilen lnil.insenrcnr.
i(r':'ned ics. Pena It ies.

lJoolis Recommended:
The Law of Inteiiectual Prope$y
Intellectlral Propel1: Paterrt, Copliight, Trade Marks ancl Allies Riqhrs
Law of Patelts
Copyright Law
Krow yours Copyrighr

Copyright Act.
Law and Practice of Intellectual Property in Inclia
Intellectual Properly Law
Intellectual Propefiy Law
Law Relating ro Inrellectual Pr.operry

i . i-laxi. U. :

2. Cornish, \V.R. :

3, i,Nalayanar.i, P. :

..}. Narayanan. P. :

5. Iihosla, K.D. :

5. Thairrany Kaia :

7. Vashisth Vikas :

3. Nagalajan. R.K. :

9. Ra.iu. I(.D. :

10. B.L. lVadhera :
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Max. IVIa;ks: I 0L)

Time:3I-lor-l's

Unit-I
'fracle ivlalks Lau' Treaty: Madrid Agreement and Madrid Protocol; ob.lect and concePr ol'll-rr<lc
Malks: 'fypes of Trade Marks; Principles of Registration to Trade Marks; Etfecl o1. ilegisrrarion.

Unit-II
11ighr: Conferr.ed by Registration of Tr.ade Marks; Registerecl Users; passins ofl. arrcl

r"liingenrent of Trade Marks; Certitication of Trade Marks.

.r.,n it- I II
lntcrnational Concerns Regarding Geographica.i Indicaiion of Goods; I-{istorical per.spective irncl

ob.icctive of the Geographical Indication of Goods Act. 1999; Deflnitions. pr.ocerjur.e 1irr.

llegistration.

Unif-IV
Itl;liugement of Geographical Indication and Remedies; Geoeraphicai Inclication and Cic.netic

Ilesoltrces; Comparison between Trac'le Marks and Geograpirical; the Semi Colductor intcgrateil
Cilcuits Layout Design, Act. 2000.

Iloolis Itecommcnded:-

Nore: (i)

(ii)

i. Baxi. IJ.
l. Courish. \V.R.
3. Nalayanan, P.
.{. irt-arayanan, P.

--s. l(hosla, K.D.
5. 1-haillany l(ala
7. \rashisrn Vikas
{i. Nagalarrn, R.I(.
(r. rlaju. I(.D.
:0. B.L. \\zadher.a

Total eight questions shall be set and the ca,d:dates wi be required to attempt
one question {iom each unit.
All questions shall carry equal marks.

The Law of Intellectual property
Inteilectuai Pr.oper.ty: Patent, Copyright, Trade Marks and Aliics I{iqhrs
Law of Patents
Copyright Law
Know youri Copyiight
Copyright Acr"
Lar.v and Practice ofIntellectlral property in india
Intellectual pr.c,perty Law
Intellectual Propefty Law
Lau. Ilelating to Intellectr:al p.operly

Paper-VI
Trademarl<s Lary and Geographical Intlication of Goods


